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[Ipuka3 PegepanbHOii CJIY:KObI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO OT 18 dpeBpans 2013 r.
N 21 "O0 yrBepaxaennu CocTaBa U COAEPKAHNSA OPraHU3AUMOHHBIX U TEXHHYECKUX Mep 110
olecrevyeHU10 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX PH UX 00padoTKe B MHGOPMALMOHHBIX
CHCTEMAX MEPCOHAJBbHBIX JAHHBIX" (C I3MEHEHUAMHU U J0TOJTHEHUSAMU)

C u3MeHeHUusIMH U JAOIMOJTHECHUSAMM OT:

C u3MeHeHHsIMH U 10NOJTHEHUSIMH OT:
23 mapra 2017 r., 14 masa 2020 r.

B cootBercTBuu ¢ yacThio 4 crathu 19 denepanpHoro 3akona ot 27 utonsg 2006 r. N 152-903 "O
nepcoHabHbIX AaHHBIX" (CoOpanue 3akoHomatenbeTBa Poccuiickoit @enepammu, 2006, N 31, cr. 3451;
2009, N 48, cr. 5716; N 52, cr. 6439; 2010, N 27, ct.3407; N 31, ct.4173, ct. 4196; N 49, cr. 6409;
2011, N 23, ct.3263; N 31, cr.4701) u [lonoxennem o DenepanbHON Clyk0e MO TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOJIIO, YTBEpKJIeHHbIM Yka3zoM Ilpesnnenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akoHogaTenbcTBa Poccuiickoii @eneparuu, 2004, N 34, ct. 3541; 2006, N 49,
ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npuka3biBao:

1. YrBepauts npunaraemblie COCTaB U COJACpKAHWE OPTraHU3AIMOHHBIX M TEXHUYECKHX Mep IO
oOecrieyeHnI0 0€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX NMPH X 00paboTke B MH()OPMAIIMOHHBIX CHCTEMax
NePCOHATBHBIX JaHHBIX.

2. Ilpusnate ytpatuBmuM cuiy npukaz OCTOK Poccum ot 5 ¢eBpans 2010r. N 58 "O6
yrBepkaeHHH [lonoxkeHnss o MeToaax u crnoco0ax 3amuThl UHGOpMAIMM B MHPOPMALIMOHHBIX CHCTEMax
MEePCOHANBHBIX MaHHBIX" (3apeructpupoBad Munroctom Poccuu 19 deBpans 2010 r., perucTpariioHHBIH
N 16456).

Hupexrop DenepanbHON CITyKOBI
10 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO B. Cenun

3apeructpupoBano B Muntocte PO 14 mas 2013 1.
Peructpanmonnsiii N 28375

Cocras u conep:kanmue
OPraHM3alMOHHBIX M TEXHUYECKUX Mep N0 o0ecneyeHnI0 0e30IacHOCTH NMePCOHAIBLHBIX JaHHBIX NIPH
HX 00padoTke B MHGOPMAIMOHHBIX CHCTEMAX MEPCOHAJBHBIX JAHHBIX
(yTB. npuka3zoM PenepajbHOM CIyKObI 10 TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJII0 OT 18
¢espans 2013 r. N 21)

C u3MeHeHUusIMH 1 JAOIMOJTHCHUSAMM OT:

C u3MeHeHHSIMH U JAOMOJTHCHUSAMH OT:

23 mapta 2017 r., 14 mas 2020 r.

1. O01ue mo10KeHusA

1. Hacrosmuii JOKyMeHT pa3paboTaH B COOTBETCTBHHM C 4acThio 4 cratbu 19 denmepanbpHOro
3akoHa ot 27 wmions 2006 rT. N 152-®3 "O nepconanbHbix AaHHBIX" (CoOpaHHMe 3aKOHOAATEIHCTBA
Poccuiickoit @enepanun, 2006, N 31, cr. 3451; 2009, N 48, ct.5716; N 52, ct. 6439; 2010, N 27,
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cT. 3407; N 31, ct. 4173, c1. 4196; N 49, ct1. 6409; 2011, N 23, c1. 3263; N 31, cT. 4701) 1 ycTaHaBnuBaer
COCTaB M COJAEp)KaHUE OPraHM3ALMOHHBIX M TEXHHYECKMX Mep Mo obecneueHuro 0e30MacHOCTH
NePCOHANBHBIX JAHHBIX MPHU UX 00paboTKe B MH(POPMALMOHHBIX CUCTEMax MEPCOHAIBHBIX JaHHBIX (Janee
- Mepbl Mo obecreyeHut0 Oe30IMacHOCTH MEePCOHANBHBIX JAaHHBIX) JUIS KaXJAO0TO W3 YpOBHEH
3alIUIIEHHOCTH TEPCOHATIBHBIX MaHHBIX, YCTAaHOBJICHHBIX B TpeOOBaHUSAX K 3allUTe MEPCOHAIBHBIX
JAHHBIX TMpH HUX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMaX IEPCOHATBHBIX JaHHBIX, YTBEPKICHHBIX
nocranoBieHueM IlpaBurensctBa Poccuiickoit ®enepamuu ot 1 Hoa6ps 2012r. N 1119 (Cobpanue
3akoHonarenbcTBa Poccuiickoit denepanuu, 2012, N 45, ct. 6257).

Mepbl 1o obecriedeHnio 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX TNPUHUMAIOTCS IS 3alUThI
NEePCOHATBHBIX JaHHBIX OT HETPABOMEPHOT'O MIIU CIIyY4aiHOTO JOCTYyNa K HUM, YHUUTOKCHHS, N3MEHCHHUS,
OJIOKMPOBAHUS, KOMUPOBAHMS, MPEAOCTABICHHS, PACIIPOCTPAHEHUS MEPCOHAIBHBIX JAAHHBIX, @ TAKXKe OT
UHBIX HENPAaBOMEPHBIX JEHCTBUI B OTHOIICHUH MEPCOHATIBHBIX JAHHBIX.

B HacTosmeM JOKyMEHTE HE paccMaTpHUBAIOTCS BOMPOCHI oOOecredeHus: Oe30MacHOCTH
NIEPCOHAIBHBIX JIAHHBIX, OTHECEHHBIX B YCTAHOBJIIEHHOM IIOPSJKE K CBEACHHUSAM, COCTaBISIOLIUM
TrOCYJapCTBEHHYIO TaiiHy, a TakXe Mephl, CBS3aHHbIE C TPUMEHEHHEM IMH(POBATBHBIX
(kpunTorpaduuecKux) CpeACTB 3alUTH HHPOPMAITUH.

2. be3omacHOCTh MEPCOHAIBHBIX MAaHHBIX MpU HX 00paboTke B HMH(DOPMAIMOHHOW CHCTEME
NEepCOHANBHBIX JaHHBIX (Hanee - HMH(OpMAIMOHHAs cUCTeMa) OOecreyMBaeT OMNepaTop WIM JIUIO,
OCyILeCTBIIsIfONIee 00pabOTKy MEPCOHAJIBHBIX JAaHHBIX IO TMOPYYECHUIO OIepaTopa B COOTBETCTBUHU C
3akoHoarenscTBoM Poccuiickoit denepanuu.

Jns BbIOMHEHHA pPabOT 1O OOECTIeYeHHI0 Oe30MacHOCTH IEPCOHANBHBIX JIAHHBIX IPH HX
00paboTke B MH()OPMAIIMOHHOW CUCTEME B COOTBETCTBHH C 3aKOHOAATENLCTBOM Poccuiickoit deaeparuu
MOTYT IIPUBJIEKaTbCsl Ha JIOTOBOPHOM OCHOBE IOPUAMYECKOE JIMIO WIM HHAUBUAYAJIbHbBIN
IpeANpUHUMATENb, UMEIOLIHNE JIUICH3HIO Ha JIeSITeIHbHOCTh 10 TEXHUYECKON 3aIluTe KOH(PHUICHIIMATIHHON
UH(pOpMaLIUN.

3. Mepsl o obecriedeHn o 6e30MaCHOCTH MEPCOHATBHBIX JaHHBIX PEATH3YIOTCS B pAMKaX CUCTEMBI
3aIUTHI IEPCOHATIBHBIX TAaHHBIX, CO3/1aBAEMOI B COOTBETCTBHHU C TpeOOBaHUSAMHU K 3alIUTE NEPCOHATBHBIX
JAHHBIX TPH UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX, YTBEPKICHHBIMU
nocranoBieHueM [IpaBurensctBa Poccuiickoit @eneparuu ot 1 HostOpst 2012 1. N 1119, 1 g0mKHBI OBITH
HalpaBJIeHbl HA HEUTPAIM3ALIMIO AaKTYaJIbHBIX YTPo3 0€30MaCHOCTH NEPCOHANBHBIX JTaHHBIX.

4. Mepsl o o0ecre4eHnI0 0e30IacHOCTH TEPCOHANBHBIX JAaHHBIX PEau3yloTCs B TOM YHCIE
MOCPEICTBOM NPUMEHEHHUsI B MH(GOPMAIIMOHHON CHUCTEME CPEACTB 3alIUThl MHPOPMALUH, MPOIIESAIINX B
YCTaHOBJIEHHOM MOPSAKE NPOLEAYPY OLIEHKH COOTBETCTBUS, B CIy4asX, KOI1a IPUMEHEHUE TaAKUX CPEJICTB
HE0OXOIMMO Il HEUTpaTu3aliy akTyalbHBIX YyTP0o3 0€301MacCHOCTH MEPCOHABHBIX TAaHHBIX.

I'APAHT: Hymepauus myHKTOB IPUBOJUTCA B COOTBETCTBUU C HCTOYHUKOM

6. Ouenka 3(pQeKTUBHOCTH peaTr30BaHHBIX B PaMKaX CHCTEMbI 3aIIUTHI NEPCOHAIBHBIX JTaHHBIX
Mep Mo obecrneyeHn0 0e30MacHOCTH MEPCOHANbHBIX JAHHBIX MPOBOAUTCS OMEPATOPOM CaAMOCTOSITEIILHO
WIH C IPUBJICYCHHEM Ha JOTOBOPHON OCHOBE IOPUANYECKUX JIUL U MHAUBUAYAIbHBIX NPEATNPUHUMATENEH,
UMEIOUINX JIUIEH3UI0 Ha OCYIIECTBICHHE IESATENbHOCTH MO TEXHHYECKON 3alluTe KOH(UICHIIHAIbHOU
uHbopMaluu. YKa3zaHHas OLIEHKa IPOBOAMUTCS HE PEXKe OJJHOTO pa3a B 3 roja.

7. Mepbl mo oOecrieueHHI0 OE30MaCHOCTH TEPCOHANBHBIX JAHHBIX TpU HUX 00paboTke B
rOCy/IapCTBEHHBIX MH(POPMAIMOHHBIX CHCTEMax MPUHUMAIOTCS B COOTBETCTBUU C TPEOOBAaHUSMHU O
3amTe  MHQOpManMM, — colepKalleiics B TOCYAApCTBEHHBIX  HMH(OPMALMOHHBIX  CUCTEMAaX,
ycranaBinuBaeMbiMu @CTOK Poccum B npenenax cBOMX MOJTHOMOYHMI B COOTBETCTBUU C YACThIO 5 CTaThu
16 ®denepanbHoro 3akoHa ot 27 wuromst 2006rT. N 149-®3 "OO6 wundbopmaruu, uHDOPMAITMOHHBIX
TexHoJoTHsIX U o 3amute uHpopmanuu" (Cobpanue 3akoHomaTenbcTBa Poccmiickoit deneparuu, 2006,
N 31, c1. 3448; 2010, N 31, c1. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328).

I1. CoctaB u conep:xkaHue Mep 1Mo obfecrnev4eHuI0 0€30MaACHOCTH MEePCOHAIBHBIX JAHHBIX

8. B coctaB Mep no obecnieueHnto 6€30MacHOCTH MEPCOHANBHBIX TaHHBIX, PEAIU3yEeMbIX B paMKax
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CHCTEMBI 3alllUTHl MEPCOHAIBHBIX JAHHBIX C YYETOM aKTYyalbHbIX yrpo3 0e30MacHOCTH NEepCOHATBbHBIX
JTAHHBIX U TPUMEHSIEMbIX HHPOPMALMOHHBIX TEXHOJIOTHA, BXOIIT:

UICHTHUQUKAINA U ayTeHTU(UKAIMS CyOBEKTOB AOCTyINa U 00BEKTOB AOCTYIIA;

yIpaBJIeHUE TOCTYNIOM CyOBEKTOB JOCTyIa K 0ObEKTaM JIOCTYTIa;

OTpaHUYEHHUE TPOTPAMMHOMN CpeJibl;

3alIMTa MAIIMHHBIX HOCHTENeH HMH(pOpMAIMK, HAa KOTOPBIX XpaHATCS U (UiM) oOpabaThIBaroTCs
NepCOHAbHbIEC JaHHbIC (J1ajIee - MaIllIMHHBIE HOCUTEH NePCOHATBHBIX JTaHHbIX);

peructpanus cCoOObITHI OE30MaCHOCTH;

AQHTUBUPYCHAs 3aIlUTa;

oOHapy>keHHe (TIpe0TBpaIlleHNE) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aIIMIICHHOCTH NEPCOHATIBHBIX JaHHBIX;

o0ecrieyeHne 1eIOCTHOCTH MH(POPMAITMOHHOW CUCTEMBI U IEPCOHAIBHBIX JAHHBIX;

o0ecrieyeHre JOCTYITHOCTH NEPCOHATBHBIX JaHHBIX;

3alUTa CPebl BUPTYaTH3aIHH;

3alUTa TEXHUYECKUX CPEJICTB;

3an1UTa THPOPMALMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NEpeauu IaHHbIX;

BBISIBIICHHE MHIMJCHTOB (OJHOTO COOBITHSI WM TPYMIBI COOBITHIA), KOTOPBIE MOTYT IPUBECTH K
cO0sM WM HapyHIeHWI0 (PYHKUIMOHUPOBAHHUS WH(POPMALMOHHON CUCTEMbl M (WIHM) K BO3HHUKHOBEHUIO
yrpo3 6e30MaCHOCTH MEPCOHATIBHBIX JAHHBIX (Jajiee - MHIUICHTHI), U PearipoBaHue HAa HUX;

ynpaBieHue KoH¢urypamue nH(OPMAIMOHHONM CHUCTEMbl M CHUCTEMbI 3aIlUTHl MEPCOHATIBHBIX
JTAHHBIX.

CoctaB u coaepkaHHe Mep 1O OOECleYeHHI0 OE30MaCHOCTH TEPCOHANBHBIX JTaHHBIX,
HEOOXOMUMBIX ISl 00eCredeHus] KaKJOro M3 YPOBHEH 3alllUINEHHOCTH TEPCOHAIBHBIX JAaHHBIX,
NPUBECHBI B IPUIIOKEHUN K HACTOSIILIEMY JTOKYMEHTY.

8.1. Mepbl mo HMACHTU(UKAMK M ayTeHTH(PHUKALUU CyOBEKTOB JOCTyNa M OOBEKTOB JIOCTYIIa
JIOJDKHBI  oOecreunBaTh ITPUCBOCGHUE CYOBEKTaM M OOBEKTaM JOCTyNa YHHUKAJIbHOTO MpU3HAKa
(umeHTUUKATOpPA), CPABHEHUE MPEABIBIAEMOr0 CyOBEKTOM (OOBEKTOM) IOCTyHa HACHTU(UKATOpA C
IepEeYHEM NPUCBOCHHBIX HICHTH(PHUKATOPOB, a TAKXKE MPOBEPKY MPHHAIICKHOCTU CYyOBEKTY (OOBEKTY)
JIOCTYTIA TIPEABSABICHHOTO UM UACHTH(PHKATOPA (TIOATBEPKICHUE TIOUIMHHOCTH).

8.2. Mepbl 1O YIPaBICHHUIO JOCTYNOM CYOBEKTOB JOCTYNa K OOBEKTaM JOCTyHa JOJIKHBI
oOecrieynBaTh YIpaBICHHE IpPaBaMU M TNPUBWIECTHAMU CYOBEKTOB JOCTyIa, pa3rpaHHMYCHHE J0CTyIa
CyOBEKTOB JJOCTYIa K 00BEKTaM JOCTYIa HA OCHOBE COBOKYITHOCTH yYCTAHOBJICHHBIX B MH()OPMAIIMOHHON
CHCTEME TpaBWJI pa3rpaHMUYCHHs JIOCTyNa, a TakkKe o0OecreuyumBaThb KOHTPOJb 32 COOJIIOJICHHEM STHX
IpaBuIIL.

8.3. Mephl 10 OrpaHUYEHHUIO MPOrPAaMMHOM Cpeibl AOJKHBI 00ecneunBaTh YCTAaHOBKY M (WJIM)
3allyCK TOJIBKO pa3peuieHHOr0 K HCIHOJb30BAHMIO B HWH(POPMALMOHHOW CHCTEME MPOTrPaMMHOTO
oOecrieyeHUss WIM HCKIIOYAaTh BO3MOXKHOCTh YCTAaHOBKM U (WJIM) 3allycka 3alpemieHHOro K
UCTIOJIb30BaHUIO B MH(POPMALTMOHHOW CUCTEME IPOTrPAMMHOTO 00eCTIeUeHHS.

8.4. Mepbl Mo 3aluTe MAIIMHHBIX HOCHTEJEH MNEpCOHAJIBbHBIX TaHHBIX (CpencTB 0OpabOTKH
(XpaHEHHsI) MIEPCOHATBHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENECH MEePCOHAIBHBIX AAHHBIX) TOJIKHBI
UCKJIIOYaTh BO3MOKHOCTh HECAaHKIMOHUPOBAHHOT'O JOCTYIAa K MAIIMHHBIM HOCHTEISIM U XPaHAIIUMCS Ha
HUX [E€PCOHAJIBHBIM JAaHHBIM, a TAaK)K€ HECAHKIMOHMPOBAHHOE HCIIOIB30BAaHHE CHEMHBIX MALIMHHBIX
HOCHUTENEH MepCOHAIBHBIX JaHHBIX.

8.5. Mepsl MO perucTpanuu COOBITHI 0€30MacHOCTH JOJDKHBI O0ecreunBaTh cOOp, 3aIluCh,
XpaHeHHE U 3alUTy MH(POPMAIMK O COOBITHAX OE30MaCHOCTH B MH(YOPMALMOHHOW CHCTEME, a TaKxkKe
BO3MOXHOCTH MPOCMOTpPA U aHaJIN3a HH(POPMAIIH O TAKUX COOBITHAX M pearupoBaHHUE Ha HUX.

8.6. Mepbl IO aHTUBHUPYCHOM 3aIlIUTE JOJDKHBI 00ecreunBaTh 0OHapykeHHe B WH(POPMAIIMOHHON
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JHOO0 MHOW KOMIBIOTEpHOW HH(DOpMALUM, NMpeIHAa3HAYCHHOH s
HECAHKIIMOHUPOBAHHOTO YHUUYTOXXEHHS, OJIOKUPOBaHMS, MOAWU(DUKAIUHN, KONHUPOBAHUS KOMIIBIOTEPHOMH
UHPOPMALIMK WM HEWTpamu3alM CpPEACTB 3aIlUThl HMH(OpMAIMM, a TaKKe pearupoBaHHE Ha
oOHapy’KeHHe 3THX MPOrpaMM U HHPOpMaLIUH.

8.7. Mepsl 1O O0OHapyXeHHIO (NIPEIOTBPAIICHUIO) BTOPKEHUU OKHBI 00ECIeUYUBATH
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oOHapy>keHHe AeUCTBUI B HH(POPMAIIMOHHON cHCTEMe, HAaPaBJICHHBIX HA HECAHKIIMOHUPOBAHHBINA JTOCTYTI
K HMH(MOpMAIMH, CleNUalbHble BO3JCHCTBUSA Ha WH(GOPMAIMOHHYIO CHUCTEMY M (WMJIHM) TNepCcOHAIbHBIC
JAHHbIE B LENAX MOOBIBAHUS, YHUYTOKCHUS, UCKAKEHHUS W OJOKMPOBAHMS JOCTyNa K IEPCOHAIBHBIM
JTAHHBIM, a TAaK)Ke pearupoBaHKe Ha 3TH JCHCTBHUS.

8.8. Mepbl 1O KOHTPOJIO (aHaNM3y) 3alMIIEHHOCTH TEPCOHANBHBIX JAHHBIX JOJIKHBI
o0ecrieynBaTh KOHTPOJb YPOBHS 3allMIIEHHOCTH NEPCOHAIBHBIX JaHHBIX, 00padaThIBaEMbIX B
UHPOPMALIMOHHOM CHCTEMe, IyTeM TPOBEIEHHUs] CHCTEMAaTHUYECKHX MEpPONPHUATHHA 10 aHaIU3y
3alIUIIEHHOCTH HWH(OPMAIIMOHHONH CHUCTEMBI M TECTUPOBAHHIO PAOOTOCHOCOOHOCTH CHCTEMBI 3aIUTHI
NEePCOHATBHBIX JaHHBIX.

8.9. Mepsbl 1o obecnieueHHIo HEeTO0CTHOCTH HHPOPMALIMOHHON CUCTEMbI U TIEPCOHANBHBIX JaHHBIX
JOJDKHBL  o0ecreynBaTh OOHapyKeHHe (PAKTOB HECAHKIIMOHUPOBAHHOTO HAPYLICHUS LEIOCTHOCTU
UH(POPMALMOHHOM CHUCTEMBI U COJEpKAIIMXCS B HEH IMEepPCOHATBHBIX TaHHBIX, a TAK)KE BO3MOXKHOCTH
BOCCTaHOBJICHUS WH(POPMALIMOHHOMN CUCTEMBI M COJIEPKAIINXCS B HEHl MepCOHABHBIX JTAHHBIX.

8.10. Mepsl mo oOecneueHHIo IOCTYIHOCTH NEepPCOHANBHBIX JAHHBIX JIOJDKHBI 00ECIeYnBaTh
aBTOPH30BAHHBIA JIOCTYI MOJIb30BATENCH, MMEIOUIMX IpaBa IO AOCTYIY, K MEPCOHAJIBHBIM IaHHBIM,
cogepxamMcs B HWHPOPMAIlMOHHON  cHUCTeMe, B  INTaTHOM peXuMe  (YHKIHOHMPOBAHUS
UH(POPMALIMOHHON CUCTEMBI.

8.11. Mepsl mo 3ammre Cpeabl BUPTyaTU3alMH JOJDKHBI HCKIIOYATh HECAHKIMOHUPOBAHHBIH
JIOCTYTI K IEPCOHATILHBIM JaHHBIM, 00padaThIBAeMbIM B BUPTYaJIbHON HH(PACTPYKTYpe, U K KOMIIOHEHTaM
BUPTyalbHONH MH(PACTPYKTYpbl U (MJIM) BO3JCHCTBHE HA HHUX, B TOM YHCJIE K CPEACTBAM YIPABICHHS
BUPTyalbHOH HMH(PACTPYKTYypOi, MOHUTOPY BUPTyaJbHBIX MAIIWH (THUIEPBU30PY), CUCTEME XPaHEHUS
JAHHBIX (BKJIIOYAs CUCTEMY XpaHeHHs 00pa30B BUPTyalbHOW MH(PACTPYKTYpHI), CETH Nepeaayl JaHHbBIX
Yyepe3 3JEMEHThI BUPTYaIbHON WK (GU3NUECKO HHPPACTPYKTYPHI, TOCTEBBIM ONEPALIMOHHBIM CHCTEMaM,
BUPTyaJIbHBIM MalIMHaM (KOHTEHHepaMm), CUCTEME M CETH PEIUIMKALlUN, TEPMUHAIBHBIM M BHPTYaIbHBIM
YCTPOHCTBAM, a TAKXKE CUCTEME PE3ePBHOTO KOIMMPOBAHUS M CO3/1aBAEMBIM €10 KOIIUSIM.

IF'APAHT: CMm. PermaMeHTBl  pe3epBHOrO  KONHWPOBAaHUS U BOCCTAHOBJEHUS  JAHHBIX B
nHpopmanmonueix cucreMax SELDON, ®I'MMC EMAC u snektpoHHOTO AokymeHTooOopoTa (CO/I),
yTrBepkaeHHble npukazoM OAC Poccun ot 9 despans 2022 r. N 92/22

8.12. Meppl 1o 3amMTe TEXHUYECKUX CPEACTB JOJDKHBI HMCKIIOYaTh HECAHKIMOHUPOBAHHBIN
JOCTyH K CTallMOHApHBIM TEXHUYECKHM CpeJCTBaM, 00pabaThIBAIOUIMM IEPCOHATIbHBIE JTaHHbIE,
cpeacTtBaM, oOecnedrBaromuM  (PYHKITMOHUPOBaHHE HWH(POPMAIIMOHHONW CHCTEMBI (l1ajee - CpeacTBa
oOecnieueHns (PyHKIMOHUPOBAHUS), U B MOMEIIEHUS, B KOTOPBIX OHU MOCTOSTHHO PaCMOJI0XKEHBI, 3alIUTY
TEXHUYECKUX CpEACTB OT BHEIIHMX BO3ACUCTBUN, a TaKXKe 3allUTy [EePCOHAJIbHBIX JIaHHBIX,
MPEJICTABICHHBIX B BUJIe MH()OPMATUBHBIX ANEKTPUUECKUX CUTHAIOB U (U3HYECKUX MOJCH.

8.13. Mepnl mo 3amute WH)OPMAITMOHHOW CHUCTEMBI, €€ CPEJICTB, CHUCTEM CBS3M W TEepeaadu
JTaHHBIX JOJDKHBI 00ecreunBaTh 3alIUTy NePCOHATBHBIX TAaHHBIX MPH B3aUMOACHCTBUM MH(POPMAITHOHHOM
CUCTEMbl WJIH €€ OTIEeNbHBIX CErMEHTOB C HWHBIMM HMH(QOPMAIIMOHHBIMM  CHCTEMaMu U
MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMA ~ CETSMU  TIOCPEICTBOM ~ NPUMEHEHHS]  apXHUTEKTYpPbl
MH(GOPMAIIMOHHON CHUCTEMBbl M TPOEKTHBIX PpEIICHMI, HalpaBICHHbIX Ha olecredeHrne O0e30MacHOCTH
MEPCOHAIBHBIX TaHHBIX.

8.14. Mepsl MO BBIABJICHHIO WHIUJECHTOB W PEardpOBaHMIO HAa HUX JOJDKHBI 00ECIeunBaTh
oOHapyXeHHe, HACHTU(PHUKAIUIO, aHATIU3 MUHIMIECHTOB B MH()OPMAIIMOHHOW CUCTEME, a TaKKe MPUHITHE
Mep 0 YCTPAHEHHUIO U MPEIyNPEekICHNUI0 HHIUICHTOB.

8.15. Mepsl mo ympaBieHHI0 KOHpUTyparyend WHPOPMAIMOHHON CHCTEMBl U CHUCTEMBI 3aIUTHI
NEPCOHAIBHBIX  JAHHBIX JOJDKHBI — OoOecrevyuBaTh  yNpaBieHHE HM3MEHEHUSIMH  KOH(UTypanuu
MHGOPMAIIMOHHON CHUCTEMBl M CHCTEMbI 3alUTHl MEPCOHANbHBIX JAaHHBIX, aHAJIU3 MOTEHLUAIHLHOIO
BO3/ICIICTBUS MJIAHUPYEMbIX U3MEHEHUHN Ha o0OecrieueHrne 0e30MacHOCTH NePCOHANBHBIX JAHHBIX, a TaKKe
JOKYMEHTHUPOBAHUE 3TUX U3MEHEHUH.

9. Beibop Mep mo obecrieueHno 6€30MacHOCTH EPCOHATBHBIX JTaHHBIX, MOICKAINX pPeaTu3aiu
B MH(GOPMALIMOHHON CHUCTEME B PAMKaX CHCTEMBI 3aIUThl IEPCOHAIBHBIX JaHHBIX, BKIIIOYAET:

ompeenaeHue 6a30BOro Habopa Mep Mo oOecredeHuo 0e30MacHOCTH MEPCOHABHBIX JaHHBIX IS
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YCTQHOBJICHHOTO YPOBHS 3alIUIIEHHOCTH NMEPCOHAIBHBIX JaHHBIX B COOTBETCTBHM C 0a30BBIMH HaOOpamu
Mep 1o obecrnedeHnto Oe30MacHOCTH MEPCOHAIBHBIX JIaHHBIX, TPUBEACHHBIMU B TPHWIOKEHUH K
HACTOSILEMY JOKYMEHTY;

aganrtanuio 0a3oBOro Habopa Mep MO OOecHeueHHI0 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX C
YUETOM CTPYKTYpHO-(YHKIMOHAJIBHBIX XapaKTEPUCTUK HH(OPMAIIMOHHON CHUCTEMBbI, HHPOPMALMOHHBIX
TEXHOJIOTHH, 0cOOeHHOCTEH (DYHKIIMOHMPOBaHUS MH(POPMAITMOHHONW CUCTEMBI (B TOM YHCJIE UCKIIOUCHHE
u3 0Oa3oBoro Habopa Mep, HEMOCPEACTBEHHO CBS3aHHBIX C HMH()OPMAIIMOHHBIMH TEXHOJOTHSIMH, HE
UCTIOJIb3YEeMBbIMU B HH(POPMALIMOHHOM CUCTEME, W CTPYKTYPHO-(QYHKIMOHATBHBIMH XapaKTePUCTUKAMU,
HE CBOMCTBEHHBIMU MH(POPMALIMOHHOM CUCTEME);

yTOUHEHHE aJalNTHUPOBAaHHOTO 0Oa3oBoro Habopa Mep MO OO0ecledeHHu0 Oe30MaCHOCTH
NePCOHAIBHBIX JAHHBIX C YY€TOM HE BHIOPAHHBIX paHee Mep, IPUBEICHHBIX B MIPUIOKEHUN K HACTOSAIIEMY
JIOKYMEHTY, B pe3yJbTaTe Yero OINpPENeNIOTCs Mephl MO OOECIEeYeHHI0 Oe30MacHOCTH MEPCOHAIBHBIX
JTAHHBIX, HAINpaBJICHHbIC HAa HEWUTPAIM3alMI0O BCEX AKTYyaJbHBIX YIpo3 OE30MacHOCTH MEPCOHAIBHBIX
JAHHBIX JJ151 KOHKPETHON MH(POPMALMOHHOM CUCTEMBI,

JIOTIOJTHEHWE ~ YTOYHEHHOTO  aJanTHpOBaHHOro ©0azoBoro Habopa Mep 10 00eCHeueHHIO
0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX MEpPaMH, 00ECIEUNBAIOLIMMHU BBIMOJIHEHUE TPeOOBAaHUN K 3alIUTe
NEPCOHANBHBIX JIAHHBIX, YCTAHOBJIEHHBIMH HHBIMH HOPMATUBHBIMU IPABOBBIMH AaKTaMU B O0JIACTH
oOecrieyeHns 6€30MaCHOCTH MEPCOHATBHBIX TAaHHBIX U 3aIUTHI HH(OPMAIIHH.

10. IIpr HEBO3MOKHOCTH TEXHUYECKON pealn3aluu OTACIbHBIX BRIOPAaHHBIX MEp 10 00ECTIEYECHUIO
0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, a TAKXKE C yUYETOM SKOHOMHUYECKON 11€J1eco00pa3HOCTH Ha 3Tamax
ajanTanuu 6a3oBoro Habopa Mep W (MJIM) YTOYHEHHUS aJaTHPOBAHHOrO 0a30BOro Habopa Mep MOTYT
pa3pabarbIBaThCs MHBIE (KOMICHCHPYIOIINE) MEPhI, HAIIPABJICHHbIC HA HEUTPATU3AIMIO aKTYaIbHBIX YTPO3
0€30MaCHOCTH MEePCOHATBHBIX JTAHHBIX.

B »TOM cnyyae B Xxoae pa3pabOTKH CHCTEMBI 3aIIUTHI MEPCOHAIBHBIX JAHHBIX JOJDKHO OBITH
NpOBEIEHO OOOCHOBAaHWE TPUMEHEHHUS KOMICHCHPYIOUIMX Mep [uii ob0ecredeHuss 0e30macHOCTH
NePCOHATBHBIX JaHHBIX.

11. B ciaydae ompeseneHuss B COOTBETCTBUU ¢ TpeOOBaHUSAMH K 3aIIUTE MEPCOHATBHBIX MPU MX
00paboTke B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHAJBHBIX IAHHBIX, YTBEPKICHHBIMH ITOCTaHOBIICHHUEM
[IpaBurensctBa Poccuiickoit @enepauuu ot 1 HOs1Ops 2012 1. N 1119, B KauecTBe aKTyaJlbHBIX YIpo3
0€30MaCHOCTH TMEPCOHAIBHBIX JAaHHBIX 1-r0 ¥ 2-TO THUIIOB JONOJHHUTEIBHO K MEpaM IO O0ECIEeYCHHUIO
0€30IaCHOCTH TEPCOHANBHBIX JAaHHBIX, YKa3aHHBIM B IIYHKTE 8§ HACTOSIIEro JOKYMEHTa, MOTYT
NPUMEHSTHCS CIEIYIOUINE MEPhI:

OpOBEpKa CUCTEMHOro U (MJIM) MPUKIAJAHOTO TPOTrPaMMHOrO oOecreueHHs, BKIOYas
OPOTPaMMHBIA ~ KOA, HA OTCYTCTBHE HEAEKIApUPOBAHHBIX BO3MOXKHOCTEH C HCHOJIB30BAHHUEM
ABTOMATH3UPOBAHHBIX CPEACTB U (UJIH) O€3 HCIIOIBb30BaHHS TAKOBBIX;

TECTUPOBaHUE MH()OPMAIIMOHHON CUCTEMBI HAa IPOHUKHOBEHHS,

UCIIOJIb30BaHUE B MH(POPMAIIMOHHON CHUCTEME CUCTEMHOro M (WJIM) MPUKIAJTHOTO MPOTPAMMHOTO
oOecrieyeHus1, pa3pabOTaHHOTO C HCIIOIB30BAaHUEM METO/I0OB 3aIUIIEHHOT0 IPOrPAMMHUPOBAHHUS.

Hudopmanus o6 usmenenusx: Ilyukm 12 usmenen c I aneapsa 2021 e. - [Ipuxaz PCTIK Poccuu om 14
mas 2020 2. N 68
Cm. npedvloywyio peoaxkyuro

12. TexHUYeCKHE MEPHI 3aIUTHI IEPCOHATBHBIX JaHHBIX PEAU3YIOTCS MOCPEICTBOM MPUMEHEHUS
CPEICTB 3allUThl WH(GOpPMALMK, B TOM YHCIE MPOTrPaMMHBIX (IPOrpaMMHO-aNNapaTHbIX) CPEACTB, B
KOTOPBIX OHH pEaTN30BaHbl, UMEIONMNX HE0OX0anuMble (PYHKITMN O€30TTaCHOCTH.

[Ipu wucnonb3oBaHMM B WHGOPMALMOHHBIX CHUCTEMaX CEePTUPUIMPOBAHHBIX IO TPEeOOBAHUAM
O6e3omacHOCTH HHGOPMAITUU CPEICTB 3alTUTHl HHPOPMAIIIH:

B MH(OPMAIMOHHBIX cHcTeMax | ypOBHS 3alUIEHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS
CpeICTBa 3alluThl HMHpoOpManuu He HIke 4 Kilacca M 4 ypoBHS JOBepus, a TaKXkKe CpelCcTBa
BBIYMCIINTEIILHON TEXHUKU HE HUXKE 5 Kiacca;

B MH()OPMAIMOHHBIX CHCTEMax 2 YpPOBHS 3alUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS
CpeICTBA 3alllUThl HMHpOpMAIMM HE HIDKE S5 Kilacca M 5 ypoOBHS [JOBepus, a TaKXkKe CpelCcTBa

18.10.2022 Cuctema TAPAHT 5/15



[Mpuka3 denepanbHOi CITyKOBI 10 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTpoutto oT 18 despans 2013 r. N 21 "O6

BBIYMCIIUTEIILHON TEXHUKU HE HUXKE 5 Kilacca;

B MH(POPMAIIMOHHBIX CHCTEMaX 3 ypOBHS 3alUIIEHHOCTH NEPCOHAIBHBIX JAaHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl MHGopManuu 6 Kiacca U 6 ypoOBHS JOBEpHUs, a TAaKXKE CPEICTBA BBIYMCIUTEIHHON
TEXHHUKH HE HIDKE 5 Kiacca;

B MH(POPMAIMOHHBIX CHCTEeMaX 4 ypOBHS 3alUIIEHHOCTH NEPCOHAIBHBIX JAaHHBIX MPUMEHSIOTCS
cpeacTBa 3amuThl MHGopManuu 6 Kiaacca U 6 ypOBHS JOBEpHUs, a TAaKXKE CPEICTBA BBIYMCIUTEIHHOMN
TEXHUKH HE HIXKeE 6 Kiacca.

Kiaccel 3amuTel OmpenenstoTcss B COOTBETCTBUM C HOPMATHUBHBIMM IIPAaBOBBIMHM aKTaMH,
U3JJaHHBIMA B COOTBETCTBMM ¢ moAmyHkToM 13.1 mynkra 8 Ilonoxenus o denepanbHoil ciyx0e 1o
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEpkKACHHOr0 YKa3oM [Ipesunenra Poccuiickoit denepanuun
ot 16 aBrycra 2004 r. N 1085.

YpoBHM JIOBEpHUsl YCTAHABIHMBAIOTCS B COOTBETCTBUM C TpeOoBaHMAMHU 1O O€30MACHOCTH
UH(POPMALIMK, YCTAHABIMBAIOIIUME YPOBHHU JIOBEPHS K CPEJICTBAM TEXHHUUECKOM 3alUThl MH(OOPMAIMH U
cpeacTBaM oOecriedeHus: 0e30MacHOCTH HMH(OPMAIIMOHHBIX TEXHOJOTMH, YTBEP)KICHHBIMH MPHUKA30M
OCTIK Poccun ot 30 umrong 2018 r. N 131 (3apeructpupoBan Muntocrom Poccun 14 nosiOpst 2018 .,
peructpanoHHbld N 52686).

[Ipu wucnonbp3oBaHMM B HMHPOPMALMOHHBIX CHCTEMax CpPEIACTB 3allUTHl HH()OpMAaLUH,
CepTUPHUIMPOBAHHBIX 1O TpeOOBaHUAM O€30IMacHOCTH MH(OPMALIUH, YKa3aHHBIE CPEJCTBA JOJKHBI OBITH
CepTU(HUIMPOBAHBl HAa COOTBETCTBUE OO0SA3aTENbHBIM TpeOOBaHUSAM MO 0O€30MacHOCTH HH(GOpPMAIHH,
YCTaHOBJICHHBIM HOPMATHBHBIMU TPAaBOBBIMH aKTaMH, WIH TPeOOBAaHUSIM, yKa3aHHBIM B TEXHHUECKUX
YCIOBHAX (3aJaHUAX 110 0€30IaCHOCTH).

OyHKIUN 0€30MaCHOCTH CPEACTB 3aIUTHl MHYOPMAIMH JOJKHBI 00E€CIICUNBAThH BHITIOJTHEHUE MEp
10 00eCTIeYeHNIO Oe30MaCHOCTH MEPCOHATBHBIX JAHHBIX, COIEPKAIINXCS B HACTOSILEM JOKYMEHTE.

Ao63ar1 yrpatun cuiy ¢ 1 staBaps 2021 r. - [lpukaz @CTOK Poccun ot 14 mast 2020 1. N 68

Nudopmarus 06 msmenenusnx: Cu. npedwvioyuyio peoaxkyuio

13. Tlpu ucnonb3oBaHUU B HHPOPMAIIMOHHBIX CHCTEMaX HOBBIX HH(OPMAIIMOHHBIX TEXHOJIOTHH U
BBISIBJICHUU JIOTIOJHUTEIBHBIX YTPo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, ISl KOTOPHIX HE OMpPEIEICHbI
Mepbl obecriedeHHs UX O€30MacHOCTH, JOJDKHBI pa3pabaTbIBaThCs KOMIIEHCUPYIOLIHME MEphl B
COOTBETCTBUU € MyHKTOM 10 HacTOSIIEr0 JOKYMEHTA.

IIpunoxenne

Kk CocTaBy U COJepKAHUIO

OPraHM3alMOHHbIX U TEXHUYECKUX Mep o
ol0ecrneyeHUI0 0€30IIACHOCTH NMEePCOHATBbHBIX
JAHHBIX NPHU UX 00padoTKe B MHGOPMAIHOHHBIX
CHCTEeMAX MePCOHAIBHBIX JAHHBIX

Cocras u conep:kanmue
Mep 1o ofecrneyeHn o 6e30MACHOCTH MePCOHATBHBIX JAHHBIX, HE00XOAUMBIX 115 00ecneyeHus
Ka)KI0T0 U3 YPOBHeEH 3alIUIIEHHOCTH MePCOHATbHBIX JaHHbBIX

VYcnoBHOe Coneprxanne Mep 1o o0ecriedeHuIo 0€30MacHOCTH YpoBHH
o0o3HaUYeHNE MEePCOHANBHBIX JTaHHBIX 3aIUIIEHHOCTH
1 HOMEp MePCOHANBHBIX

Mepbl JAHHBIX

4 3 2 1

I. UnenTudukanus u ayreHTHPUKAINSA CyObEeKTOB J0CTYNAa U 00beKTOB Aoctyna (MAD)

HNAD.1 Nnentuduxarus u ayTeHTU(UKAIUS TT0TH30BaTENEH, + + + +
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SBIISIONIUXCSI pAOOTHUKAMU OTIepaTopa

NAD.2

Wnentudukanus u ayreHTU(GUKALUSA YCTPOICTB, B TOM YHUCIIE
CTalIMOHAPHBIX, MOOMIIBHBIX M MIOPTATHBHBIX

NA®.3

VYnpasienue uneHTu(GUKaTopamMu, B TOM YHCIIE CO3/IaHHE,
NPUCBOCHUE, YHUUTOXECHHUE UICHTH(PHKATOPOB

NAD.4

VYnpasieHue cpecTBaMi ayTEeHTU(PHUKAIMY, B TOM YUCIIE
XpaHEeHUe, BblJjaua, MHUIMATU3AIHs, OJIOKUPOBaHNUE CPEICTB
ayTeHTU()UKALMU U IPUHATHE MEP B CIIydae YTPAThl U (UIH)
KOMIIPOMETAIINU CPECTB ayTeHTH(PHUKAINN

HNAD.5

3ammuTa 0OpaTHOM CBS3U NIPH BBOJE ayTEHTU(DUKAITMOHHOM
uHbopmanuu

NAD.6

Wnentudukanus u ayreHTHPUKALNS TOJIb30BaTENICH, HE
SBJISIOIIKXCS paOOTHUKAMU orepaTopa (BHEIIHUX
M0JIb30BATEJECH )

I1. Ynpasiienne 10cTynomM cyobeKToOB A0cTyna Kk oobekram gocryna (YIII)

YIIA1

VYmpasienue (3aBeficHUE, aKTUBAIUs, OTOKUPOBAHUE U
YHUYTOKEHUE) YUETHBIMU 3alUCSIMU MOJb30BaTeIel, B TOM
YHUCJIe BHELIHUX [10Jb30BaTENEH

+

+

VIIA.2

Peanuzanus HeOOXOIUMBIX METOJIOB (IHMCKPEIIMOHHBIH,
MaHJIaTHBIH, POJIEBOW UM MHOUM METO[), TUIIOB (YTEHHE, 3aMUCh,
BBITIOJIHEHUE UM MHOM THI) U MPaBUJI pa3rpaHUUYEHUs JOCTYyIIa

VIIA.3

VYnpasnenue (punabTpanms, MapmpyTU3aus, KOHTPOIb
COCIMHEHUH, OJTHOHANIPABJICHHAs TIepe/iada U HHbIE CIIOCOOBI
ynpaBieHus) UHHOPMAIIMOHHBIMH ITOTOKAMH MEXITY
YCTPOHCTBaMHU, CETMEHTaMH UH()OPMAIIMOHHON CUCTEMBI, a
TaKXKe MeXJy HH(POPMAIIMOHHBIMHI CUCTEMaMHU

V1.4

Paznenenue momHoMounii (posieit) moab30BaTeNei,
aJIMIHUCTPATOPOB | JIUII, 00ECTICUNBAIOIINX
GbyHKIMOHUPOBaHUE WH(DPOPMAITMOHHON CUCTEMBI

VIIA.S5

Haznauenne MUHUMAaJIbHO HEOOXOAUMBIX TPaB U MPUBUIICTUNA
NOJIB30BATENSIM, aIMUHUCTPATOPaM M JIMIIaM, 00€CIICUHBAIOLIIM
(GyHKIMOHUPOBaHUE UH()OPMAIIMOHHON CHCTEMBI

VIII.6

OrpanuyeHne HeYCIEIIHBIX MOMBITOK BX0O/a B
UH(POPMALMOHHYIO CUCTEMY (I0CTyTa K MHPOPMALMOHHOM
cucreme)

YIIA.7

[IpenynpexaeHne moyib30BaTess Mpy €ro BXOJIE B
UH(POPMALMOHHYIO CUCTEMY O TOM, YTO B HH(OPMAITMOHHON
CUCTEME PEaIM30BaHbI MEPHI M0 00ECTICUCHUIO OE30MaCHOCTH
MEPCOHANBHBIX JAHHBIX, © O HEOOXOAMMOCTH COOTIOACHHUS
YCTaHOBJICHHBIX ONEPATOPOM MPABUI 00PaOOTKH IMEPCOHATHHBIX
JTAHHBIX

VIIJL8

OmnoBelieHne MOIB30BaTENs TIOCHIE YCIIEITHOTO BXO/a B
UHPOPMAIMOHHYIO CUCTEMY O €T0 MPEIbIAYIIEM BXOC B
HH()OPMAITMOHHYIO CUCTEMY

YIII.9

OFpaHI/I‘IeHI/Ie qucia napauICJIbHbIX CCAHCOB JOCTYIIA IJIA
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KaX10¥ y4eTHOH 3aIiCH MOb30BaTessl MH)OPMAITMOHHON
CUCTEMBI

VIIJ.10

brnokupoBanue ceanca qoctyna B HHQOPMAIIMOHHYIO CUCTEMY
MOCJIe YCTAaHOBIIGHHOTO BpeMEHHU 0e3/1eiicTBUS (HEaKTUBHOCTH)
MOJIB30BATES WIIH 10 €0 3aMpocy

VIIA.11

Pa3pemenue (3anpet) neicTBUI NOIb30BaTENEH, pa3peLIEHHbBIX
710 UACHTU(UKAIMY U ayTeHTU()UKAUU

VITA.12

[Moxnepxka u coxpaHneHue aTpuOyToOB O€30MaCHOCTH (METOK
0€30MaCHOCTH), CBS3aHHBIX C HH(pOpMAIHMEH B IIpoLiecce ee
XpaHeHus U 00paboTKU

VIIJL.13

Peanuzanus 3aMIeHHOr0 yAaJEeHHOTO JOCTya CyObEeKTOB
JoCTyna K 00bEeKTaM JOCTyIa Yepe3 BHEIIHNE
MH(GOPMAILIMOHHO-TEIEKOMMYHHUKAIIMOHHBIE CETH

VIIJL.14

PernameHTanust 1 KOHTPOJIb HCIIOJIB30BAHUS B
WH()OPMAITMOHHOM CHCTEME TEXHOJIOTHUH OECIIPOBOTHOTO
JOCTYyTIa

VIIJL15

PernamenTanus 1 KOHTPOJIb UCTIOJIB30BAaHUS B
MH(POPMAIIMOHHON CUCTEME MOOMIIbHBIX TEXHUUECKUX CPEJCTB

VIIJI.16

VYrpasnenue B3auMoAeCTBHEM ¢ HH(POPMAITMOHHBIMHU
CUCTEMaMM CTOPOHHHUX OpraHu3aluil (BHEIIHUE
WH()OPMAITMOHHBIE CHCTEMBI)

VIII.17

Obecnieuenne TOBEPEHHOM 3arpy3KU CPEACTB BEIUMCIUTEILHON
TCXHHUKU

I11. Orpannyenue nporpammHuoii cpenasl (OIIC)

OIIC.1

Ympasienue 3amyckomM (00OpalieHus M1 ) KOMITIOHEHTOB
MPOrPaMMHOTO 00ECIICUeHUS], B TOM YHCIIE ONpPEIeICHIE
3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOWKa apaMeTPOB 3alycKa
KOMITOHEHTOB, KOHTPOJIb 32 3allyCKOM KOMIIOHEHTOB
MPOrPaMMHOTO O0eCTICUeHUs

OIIC.2

VYrpasieHue yCTaHOBKOH (MHCTAILISAIIMEH ) KOMITOHEHTOB
POTPaMMHOTO 00ECTICUSHHSI, B TOM YHUCIIE OPEIeIICHIE
KOMITOHEHTOB, ITOJIIC)KAIINX YCTaHOBKE, HACTPOWKA MapaMeTPOB
YCTaHOBKH KOMIIOHEHTOB, KOHTPOJIb 332 yCTaHOBKOMH
KOMITOHEHTOB IPOTPaMMHOT0 00ECTICUCHHUS

OIIC.3

VYcTaHOBKa (MHCTAJUIALMSA) TOJIBKO Pa3pelieHHOro K
HCTIOJb30BAHUIO TPOTPAMMHOTO 00eCTIeueHUs U (UIIH) €ro
KOMIIOHEHTOB

OIIC.4

VYrnpasnenue BpeMeHHbIMU (aiijlaMu, B TOM YHCTIE 3aIperT,
paspelieHue, nepeHanpapieHue 3anicH, y1ajJeHHe BpeMEHHBIX
dbaiinoB

IV. 3ammTa MalIMHHBIX HOCUTEJIeH MepcoHaNbHBIX JaHHbIX (3HU

3HU.1

YueT MalIMHHBIX HOCUTEIICH MNEPCOHAJIbHBIX JAHHBIX

3HU.2

YHpaBHeHI/IC AOCTYIIOM K MallIMHHBIM HOCUTCIIAM
MEPCOHAJIBHBIX JaHHBIX
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3HUN.3 KoHTponb nepemenieHns MalIuHHBIX HOCUTENEN MePCOHAIBHBIX
JAHHBIX 32 Mpeeibl KOHTPOJIUPYEMON 30HBI
3HN.4 Hckmouenne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
03HAKOMJICHHUS C COJIep’KaHUEM NEPCOHANIbHBIX JaHHbBIX,
XpaHALIUXCA Ha MAIIMHHBIX HOCUTENSAX, U (MJIM) UCIIOJIB30BaHUS
HOCHUTEJIeH MepCOHAIbHBIX JAHHBIX B MHBIX HH()OPMALIMOHHBIX
cucTemMax
3HN.5 KoHnTpoas ucnonp3oBanust HHTEPQEcoB BBOAa (BHIBOIA)
uHGOpPMAIIMU Ha MAIIMHHBIE HOCUTENN NIEPCOHAIBHBIX TaHHBIX
3HN.6 KonTpons BBOMA (BBIBOAA) HH(GOPMAIIMK HA MAITUHHBIC
HOCHTEJH TIEPCOHAIBHBIX JAHHBIX
3HN.7 KoHTposb MOAKIIOYEHNS] MAIIMHHBIX HOCUTENIEN EPCOHATBHBIX
JTAHHBIX
3HN.8 YHUUTOXKEHHE (CTUpAHWE) WM 00E3IMYNBAHKE TIEPCOHATBHBIX +
JAHHBIX HAa MAIIMHHBIX HOCUTENSAX MPHU UX Mepeade MexI1y
M0JIb30BaTEISIMH, B CTOPOHHHE OpraHU3aluu 71 PEMOHTA WU
YTUJIN3ALIKH, a TaK)Ke KOHTPOJIb YHUUTOKEHUS (CTUpAHUS) UITU
00e3TMYNBaHUS
V. Perucrpanus coonituii 6e3onacuoctu (PCb)
PCB.1 Omnpenenenue cOObITHIT 0€30MaCHOCTH, MOJICKAIINUX +
pETHCTpaIVH, U CPOKOB UX XPAHCHHUS
PCb.2 Omnpenenenue cocTaBa U CoAepKaHus HHPOPMAITUN O COOBITUAX +
0€30MaCHOCTH, TOJUICKAIUX PETUCTPALIUN
PCb.3 C6op, 3anuce 1 XpaHeHre HHPOPMALIUU O COOBITUSIX +
0€30MaCHOCTH B T€UEHHE YCTAaHOBICHHOTO BPEMEHH XpaHEHHUS
PCb.4 PearupoBanue Ha cOOM IpU pErUCTPALIUN COOBITHIA
0€30I1aCHOCTH, B TOM YHUCJIE allapaTHbIe U MPOrpaMMHbBIE
omnOku, cOon B MexaHu3Max coopa HHPOpPMALUHU U
JOCTHKEHHE TIpeJieNia WU TIepenoHEHUsI 00bema (EMKOCTH)
naMsTH
PCB.5 MOHUTOPHUHT (IPOCMOTP, aHATHN3) PE3YJITATOB PETHUCTPALIUN +
COOBITHI OE30MaCHOCTH M pearupoBaHUE HA HUX
PCB.6 ['enepupoBaHre BpPEMEHHBIX METOK U (WJIM) CHHXPOHU3AIUS
CHUCTEMHOI'0 BpeMEeHH B HH()OPMALIMOHHON CUCTEME
PCB.7 3ammra HHPOPMALIUU O COOBITUSAX OE30MaCHOCTH +
VI. AuTuBupycHas 3amura (AB3)
AB3.1 Peanusanus aHTUBUPYCHOM 3aIUTHI
AB3.2 OO6HoBeHNe 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX
KOMIIBIOTEPHBIX ITPOrPaMM (BUPYCOB)
VII. Ob6napy:xenue srop:keunii (COB)
COB.1 OOHapyXeHue BTOpKEHUN
COB.2 OO6HoBIIeHNE 0a3bl PEIIAIOIINX ITPABHIT
18.10.2022 Cucrema TAPAHT 9/15
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VIII. KoHTpoJb (aHAJM3) 3alIUIIEHHOCTH ePCOHANbHBIX JaHHbIX (AH3)

AH3.1 BriaBienue, aHanm3 ys3BUMOCTEH HHPOPMALIMOHHON CUCTEMBI U + + | +
OTIEpaTUBHOE YCTPAHEHNE BHOBD BBISIBICHHBIX YS3BUMOCTEH

AH3.2 KonTtpons ycTaHOBKHM OOHOBICHUN POTPAMMHOTO + + + | +
oOecrnievueHus, BKIIt0Yasi OOHOBJICHHE TIPOTPAMMHOTO
o0ecrnevueHns CpeICTB 3alUThl HH()OPMALIUU

AH3.3 KoHTpoisb paboToCcrocoOHOCTH, MapaMeTPOB HACTPOUKHU U + + | +
MPAaBUWIBHOCTH (DYHKIIMOHUPOBAHUS IPOTPAMMHOTO
o0ecrieueHus U CPEACTB 3alUThl HHPOPMAITUH

AH3.4 KoHTpomb cocTaBa TEXHUYECKUX CPENICTB, IPOTPAMMHOTO + + +
obecrieueHus U CPEACTB 3alUThl HHPOPMAIUH

AH3.5 KoHTpomb npaBuii reHepau 1 CMEHbI Maposen + +

M0JIb30BAaTENECH, 3aBe/ICHUS U YAaJICHUS] YUETHBIX 3amucei
MOJIb30BaTENEH, peaanu3aluu MpaBUil pa3rpaHUYeHus T0CTYIIa,
MTOJTHOMOYHH TI0JIb30BaTeNIe B MHQOPMAITMOHHONW CUCTEME

IX. Ob6ecnevyenne 1eJI0CTHOCTH HHPOPMALMOHHOM CHCTEMbI U MIePCOHABLHBIX HaHHBIX (OLLJT)

OoLJI.1

KoHTponb 11€7I0CTHOCTH MPOrpaMMHOTO 00ecieueH s, BKIIIoYast
porpaMMHOE 00ecrieyeHHe CPECTB 3aIUThI HH(OpMAIUU

+

+

OILUL.2

KOHTpOJIb 11€TOCTHOCTH MEPCOHATBHBIX JAHHBIX,
cojiepxaruxcs B 6a3ax JaHHBIX HHOOPMAITMOHHONW CUCTEMBI

OLUL3

ObecnieueHne BO3MOXKHOCTH BOCCTAHOBJICHUSI IPOTPAMMHOTO
obecrieueHus, BKJIIOYasi IPOrpaMMHOE 00ECIIEYeHHE CPE/ICTB
3alUThl HH(GOpPMaLUH, IPY BOSHUKHOBEHNUHU HEIITATHBIX
CUTyalHit

onJLr4

OOHapy:KeHHe 1 pearupoBaHue Ha MOCTYIIJICHUE B
UH(POPMALMOHHYIO CUCTEMY HE3alpalIiBaeMbIX JIEKTPOHHBIX
cooOuieHuit (mucem, JOKYMEHTOB) U HHOIM HH(pOpMAIH, HE
OTHOCALINXCS K ()YHKIIMOHUPOBAHUIO HHPOPMALIMOHHOM
CHUCTEMBI (3alIUTa OT criaMa)

OLUL5

KoHnTposnb coneprxkanus nHGOpMAIIHMH, TTIepeaBacMou 13
nH()OPMAITMOHHOM CHCTeMBbI (KOHTCHHEPHBI, OCHOBAHHBIN Ha
CBOMCTBaxX 00BEKTA IOCTYMA, U (MJIH) KOHTCHTHBIH, OCHOBAaHHBIN
Ha MOMCKE 3alpelleH O K nepeaaue HHPOpMaIUH C
MCIIOJIb30BaHUEM CUTHATYP, MACOK U MHBIX METO/IOB), U
UCKJIIOYEHHE HEeMTPaBOMEPHOM repenayn HHPopMaIiu 13
WH()OPMAITMOHHOM CUCTEMBI

OoLJL6

OrpanuyeHue npas MOJIb30BATENEH 0 BBOLY HH(POpMALIUU B
UH(POPMALMOHHYIO CUCTEMY

OonJL7

KOHTpO.HI: TOYHOCTH, MMOJIHOTHI U MMPABUIIBHOCTH JaHHBIX,
BBOJUMBIX B I/IH(pOpMaI_[I/IOHHYIO CUCTCMY

OLULS

KoHTposb ommO0YHBIX AEHCTBUH TOJIB30BATENEH 110 BBOY H
() epemaue MePCOHANBHBIX IAHHBIX U MPEIYTPEKICHUE
[I0JIb30BaTelIE 00 OMIMOOYHBIX IEHCTBUIX

X. Ob6ecneyeHue J0CTYMMHOCTH NMepcOHANbHBIX HaHHbIX (OAT)

18.10.2022

Cuctema 'APAHT

10/15




[Mpuka3 denepanbHOi CITyKOBI 10 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTpoutto oT 18 despans 2013 r. N 21 "O6

OJIT.1

Hcnons3oBanne OTKaSOYCTOﬁqHBBIX TEXHUYCCKHUX CPCACTB

OJIT.2

Pe3epBupoBaHre TEXHHUECKUX CPEICTB, IPOTPAMMHOTO
obecrieueHus, KaHAJIOB Tepeaayn HHPOpMaIIUU, CPEICTB
obecrieueHus GyHKITMOHUPOBAHUS UHOOPMAITMOHHOW CHCTEMBI

OHT.3

KoHnTpoas 6e30Tka3HOro PyHKIIMOHUPOBAHUS TEXHUUECKUX
CPEICTB, OOHAPYKEHUE U JIOKATH3AIU OTKA30B
(GYHKIIMOHUPOBAHHUS, IPUHSITHE MEP 110 BOCCTAHOBJICHUIO
OTKa3aBIINX CPEJICTB U UX TECTUPOBAHUE

OJIT.4

[Tepnomudeckoe pe3epBHOE KOMTUPOBAHHUE MEPCOHATBHBIX
JTAHHBIX Ha pe3epBHBIC MAIIMHHBIC HOCUTEIH MTEPCOHATBHBIX
JTAHHBIX

OJIT.5

ObecrnieueHre BO3MOXXHOCTH BOCCTAHOBJICHUS [TEPCOHATBHBIX
JTAHHBIX C PE3€PBHBIX MAIIMHHBIX HOCUTEJEH MepCOHATBHBIX
JTaHHBIX (PE3ePBHBIX KOMUI) B TEUEHUE YCTAHOBIEHHOTO
BPEMEHHOI'0 MHTEpBaja

XI. 3ammTa cpeanl Bupryaauzauuu (3CB)

3CB.1

Wnentudukanys u ayreHTU(HUKALUSA CyOBEKTOB JOCTYTIA U
00BEKTOB JIOCTyIa B BUPTYAJIbHOW HHPPACTPYKTYpPE, B TOM
YHCcIie aJMUHUACTPATOPOB YIPABIICHUS CPEICTBAMH
BUPTYyaJU3aI1H

3CB.2

VYmpaieHue A0CTYNOM CyObEKTOB JOCTyNa K 00bEKTaM JI0CTyIa
B BUPTyaJbHON HHPPACTPYKTYpPE, B TOM YUCIIE BHYTPU
BUPTYaJIbHBIX MAIIUH

3CB.3

Peructpariust coObITHI 6€30MaCHOCTH B BUPTYaIbHOM
uH(ppacTpykType

3CB4

VYrupasnenue (huabTpamus, MapupyTH3aIus, KOHTPOJIb
COCIIMHEHUSI, OTHOHAIIPABIICHHAS TIepeada) MOTOKaMH
UHPOPMALIUU MEXTy KOMIIOHEHTAMH BUPTYaJIbHON
UHPPACTPYKTYPBHI, & TAKKE TI0 IEPUMETPY BUPTYaITbHON

HHDPACTPYKTYphI

3CB.5

JloBepeHHas 3arpy3ka cepBepOB BUPTyalIU3alliy, BUPTyaIbHOU
MAaIIMHbI (KOHTEHHEPA), CEpBEPOB YIPABIEHUS BUPTyaln3aluen

3CB.6

YrpaiieHue nepeMenieHueM BUPTYaIbHbIX MAITUH
(koHTeHHEPOB) U 00padATHIBAEMBIX HAa HUX JIAHHBIX

3CB.7

KoHTpOJIbh 1eTOCTHOCTH BUPTYaIbHON HH(PPACTPYKTYPHI U €€
KoHpuryparuit

3CB.8

Pe3epBHOE KomMpoBaHKE TaHHBIX, pE3EPBUPOBAHNE
TEXHUYECKUX CPEACTB, IPOrPaMMHOTO O0ecrieueHus
BUPTYaIbHOU UHGPACTPYKTYPHI, @ TAK)KE KaHAJIOB CBSI3U BHYTPU
BUPTYaIbHOU UHPPACTPYKTYPHI

3CB.9

Peanusanus u ynpasiieHHE aHTUBUPYCHOM 3alIUTON B
BUPTYyaJIbHON HH(]pacTpyKType

3CB.10

PazOuenue BupTyanbHON HHPPACTPYKTYpPhl HA CETMEHTHI
(cerMeHTHpOBaHNUE BUPTYaTbHON HH(PPACTPYKTYPHI) AT
00pabOTKN NEPCOHATBHBIX JAHHBIX OTAEIBHBIM MOJIb30BaTEIIEM
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XII. 3amura texunudyeckux cpeacts (3TC)

3TC.1

3ammra uHpopManuu, 0opadbaTeiBaeMoi TEXHUYECKUMHU
CpEeICTBaMH, OT €€ YTEUKH 10 TEXHUYECKUM KaHallaM

3TC.2

Opranu3zanus KOHTPOJIMPYEMOH 30HbI, B IIPEesIax KOTOPOi
MOCTOSIHHO Pa3MEeIAIOTCsl CTallHOHAPHBIE TEXHUYECKUE
cpezncTBa, o0pabaTeiBaronue HH(HOPMAIIHNIO, U CPEICTBA 3AILUTHI
UH(POPMALINH, a TAKXKE CPEACTBA 00ECTICUCHUS
(YHKIINOHUPOBAHUS

3TC.3

KonTposb u ynpasineHue GU3NIecKuM JOCTYIIOM K
TEXHUYECKUM CPECTBaM, CPEJICTBAM 3aIUTH HH)OPMAIIHH,
cpenctBam obecrieueHus: QYHKIIMOHUPOBAHUS, & TAK)KE B
MIOMEIICHUS i COOPY)KEHUS, B KOTOPBIX OHH yCTAHOBJICHBI,
UCKJTIOYAIONINE HECAHKIIMOHUPOBAHHBIN (PU3UIECKUH JTOCTYT K
cpencTBam o0pabOTKH HH(POPMAIIHH, CPEACTBAM 3aIIUTHI
uH(popMaIy U cpencTBam odecredeHus: GyHKIIMOHUPOBAHUS
UH(POPMAIIMOHHOW CUCTEMBI, B TIOMEIIEHUS U COOPYKEHHUSI, B
KOTOPBIX OHU YCTaHOBJICHBI

3TC.4

Pazmernienue ycTpoilcTB BbIBOIA (0TOOpaXkeHHs ) HH(POPMAIIUH,
UCKITIOYAIOINIee €€ HeCAaHKITMOHUPOBAHHBIH TPOCMOTP

3TC.5

3ammura OT BHENTHUX BO3ACHCTBUHN (BO3IEHCTBHUI OKpY KArOIIEH
Cpebl, HECTAOMIBHOCTH AJIEKTPOCHAOKEHNUS,
KOHJUITMOHUPOBAHUS U WHBIX BHEITHUX (haKTOPOB)

XIII. 3amuTa nHpOpMALMOHHON CHCTEMBI, €¢ CPEACTB, CHCTEM CBs3U U nepeaaqyu AaHHbIx (3UC)

3UC.1

Paznenenue B uHpopMannoHHo# cucteme GyHKIUHA 110
yIpaBiIeHUIO (aAMUHUCTPUPOBAHNIO) HHPOPMAIIMOHHON
CHUCTEMOH, YIIpaBJIEHUIO (aIMUHUCTPUPOBAHHIO) CUCTEMOM
3aIUTHI IEPCOHATBHBIX IAHHBIX, PYHKIHH 110 00paboTKe
NIEPCOHANBHBIX JAHHBIX ¥ UHBIX QYHKINH HH()OpPMAITMOHHON
CUCTEMBI

+

3UC.2

IIpenorBpaleHne 3aAepKKHU U IPEPHIBAHUS BBIIIOJIHEHUS
IIPOLIECCOB € BEICOKMM IIPUOPUTETOM CO CTOPOHBI IPOLIECCOB C
HU3KUM IPUOPUTETOM

3UC.3

OO0ecniedeHne 3aUThl IEPCOHANBHBIX TAHHBIX OT PACKPBITHS,
MoauUKAIIMKM ¥ HaBs3bIBaHUS (BBOJIA JIOKHON MHGOPMAITIH)
pH ee nepeaade (MOAroTOBKE K Mepeiade) mo KaHajlaM CBsI3H,
UMEIOIIINM BBIXOJ 32 TIPEIeITbl KOHTPOJIUPYEMOi 30HBI, B TOM
qriciie OECIPOBOAHBIM KaHAIAM CBSI3U

3UC.4

Obecnieuenne JOBEPEHHBIX KaHala, MapIIpyTa MEXTY
aJIMIHUCTPATOPOM, MOJIH30BATEIEM U CPEICTBAMH 3aIUThI
uHpopmanuu (QyHKIHSIMHA OE30MTaCHOCTH CPEJCTB 3aLUThHI
UHPOPMALIUH)

3UC.5

3anpeT HECAaHKIIMOHUPOBAHHOHN yAAJICHHON aKTUBAIIMU
BHJICOKaMep, MUKPO(GOHOB ¥ MHBIX IEPUPEPHUITHBIX YCTPONCTB,
KOTOPBIE MOTYT aKTUBUPOBATHCS YJIAJICHHO, U OTIOBEIIICHHE
MOJIB30BAaTENCH 00 aKTUBAIIMHU TAKUX YCTPOMCTB
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3UC.6

[Tepenada u KOHTPOJIb 1IETOCTHOCTH aTPUOYTOB OE30MaCHOCTH
(MeTok 6€30MacHOCTH), CBA3aHHBIX C IEPCOHATILHBIMU
JAHHBIMH, TIPU OOMEHE UMH ¢ HHBIMU MH()OPMAITMOHHBIMU
cucTeMaMu

3UC.7

KoHTponb CAaHKIIMOHUPOBAHHOTO U UCKIIIOUCHHE
HECaHKIIMOHUPOBAHHOTO UCIOJIH30BAHUS TEXHOJIOTHIMA
MOOHMIJIBHOTO KO/1a, B TOM YHCJIE PETUCTPAIUs COOBITHH,
CBSI3aHHBIX C UCTOJIH30BAHUEM TEXHOJIOTUH MOOMILHOTO KO/A,
UX aHaJU3 ¥ pearupoBaHKe Ha HAPYIICHUs, CBSA3aHHBIC C
UCTIOJIb30BaHUEM TEXHOJIOTUH MOOMIIBHOTO KO/

3UC.8

KoHTposb caHKIIMOHUPOBAHHOTO U UCKIIIOUEHHE
HECaHKIIMOHUPOBAHHOT'O HCIOJIb30BAHUS TEXHOJIOTHI Mepeaadn
peyuu, B TOM YHCII€ PETUCTPALUsl COOBITUMN, CBS3aHHBIX C
MCIIOJIb30BaHUEM TEXHOJIOTUN Nepelaul peur, X aHalu3 u
pearupoBaHKe Ha HapyIICHUS, CBI3aHHbIE C UCIIOJIb30BAHUEM
TEXHOJIOTHI NIepeayu peuu

3UC.9

KoHTpOs1b CAHKIITMOHMPOBAHHOM U UCKIIOUYEHHE
HECaHKIIMOHUPOBAHHOHU Nepeiaynl BUACONH(POPMAIIUHU, B TOM
YHCIIe perucTpanys COOBITUH, CBA3aHHBIX C NIepeaayeii
BUACOMH(DOPMAIINH, UX aHAJIU3 U pearupoBaHKe Ha HapyIICHUS,
CBsI3aHHBIE C Iepeaaueii BuaeonHpopmManuu

31C.10

[MoaTBepkIeHNE MPOUCXOKICHHS UCTOYHUKA WH(POPMAIIHH,
TIOJTy4aeMOi B IIpoIiecce OMPEICIICHUS CETEBBIX aJpPecoB IO
CETEeBBIM UMEHAM WJIH OTIPEJICIICHHUS CETEBBIX MMEH 110 CETEBBIM
ajzpecaMm

3UC.11

Obecneuenue MOUTMHHOCTU CETEBBIX COCIMHEHMH (CEaHCOB
B3aMMOJEMCTBYSI), B TOM YHCJIE JJIS 3aLIUTHI OT IOIMEHBI
CETEBBIX YCTPONCTB U CEPBUCOB

3UC.12

HckiroueHue BO3MOXKHOCTH OTPHULIAHUS TTOJIb30BaTeNleM (akTa
OTIIPaBKU [IEPCOHANBHBIX JaHHBIX IPYTOMY MOJIb30BATEIIO

3UC.13

HckiroueHue BO3MOXKHOCTH OTPHULIAHUS TTOJIb30BaTeNleM (akTa
IIOJIyYEHUS IEPCOHANIBHBIX JAHHBIX OT JPYroro MoJIb30BaTENs

31C.14

Hcnonp3oBaHne yCTpOUCTB TEPMUHAIBHOTO AOCTYIIA JJIS
00pabOTKH MEPCOHAIIBHBIX JTAHHBIX

3UC.15

3ammura apXuBHBIX (DAIIOB, TAPAMETPOB HACTPOMKHU CPEIICTB
3amuThl THHOPMAITUU ¥ TIPOTPAMMHOTO 00€CTICUeHUS U UHBIX
JIAHHBIX, HE TTOJICKAITUX H3MEHECHUIO B TIpoliecce 00paboTKu
MEPCOHAIILHBIX JaHHBIX

3UC.16

BrisBienue, ananus u 6J0KHpoBaHUE B HH(YOPMAITMOHHON
CHCTEME CKPBITHIX KaHAJIOB Mepeaauu nH(opMau B 00X
pearTu30BaHHbBIX MEp WU BHYTPHU Pa3pelICHHBIX CETEBbIX
IPOTOKOJIOB

3UC.17

Pazouenne nHGOpMAIIMOHHON CUCTEMBI HA CETMEHTHI
(cerMmeHTHpOBaHNE MH(POPMAITMOHHOW CHCTEMBI) U 00ecIieueHne
3alIUTHI IEPUMETPOB CETMEHTOB HH()OPMAITHOHHON CHCTEMBI

3UC.18

Obecnieuenue 3arpy3ku U UCIIOTHEHHUS TPOTPAMMHOTO
o0ecreyeHns ¢ MaIMHHBIX HOCUTEINEH ePCOHAIBHBIX TaHHBIX,
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JOCTYIHBIX TOJIBKO JUIsSl YTEHMSI, U KOHTPOJIb LIEITOCTHOCTU
JAHHOTO MPOTPAaMMHOT0 00ecTIeYeHUs

3UC.19 M3onsauus npoueccoB (BBIMOIHEHUE TPOTPamMM) B BbIICJICHHON
obyacTu maMsTu

31C.20 3amura 6eCrpOBOIHBIX COCTMHEHUN, TPUMEHIEMBIX B + + |+
UH(POPMALIMOHHON CHUCTEME

XIV. BoisiB/IeHHe HHIIUIEHTOB U pearupoBanune Ha Hux (MHILY)

HHII. 1 OrnpezenieHne aull, OTBETCTBEHHBIX 32 BISIBJICHUE WHLIUEHTOB + +
Y pearupoBaHue Ha HUX

MHIIL.2 OO6Hapy:xeHue, UICHTU(UKAIUS U PETUCTPAIUS WHIUICHTOB

WHIL.3 CBoeBpeMeHHOE MH()OPMUPOBAHHE JIULI, OTBETCTBEHHBIX 32

BbISIBJICHUC MHIUACHTOB U pCaruipoOBaHUC HA HUX, O
BO3HUKHOBCHHUHU MHIIUACHTOB B HH(I)OpMaHHOHHOﬁ CUCTEMC
MMOJIB30BaTCIISIMU U aIMUHUCTPATOpAMU

HHIIL.4 AHanu3 UHIUAEHTOB, B TOM YHCJIE€ OMPEAEICHUE HCTOYHUKOB U + +
MPUYHH BO3HUKHOBEHUS MHITUJICHTOB, a TAKXKE OIICHKA UX
MOCJIEICTBUN

HHIIL.5 [IpuHsTHE MEp IO YCTPAHEHUIO TOCIEACTBUM UHIIUICHTOB

HNHIIL.6 [InaHrpoBaHue 1 NPUHITHE MEP IO TPEAOTBPALIEHUIO

IOBTOPHOI'O BOSHUKHOBCHHWA WHIUACHTOB

XV. Ynpasiienue KoHpurypanuei HHOOPMAUMOHHOM CHCTEMbI H CHCTEMbI 3aLUTHI
MepCcoHANbHBIX TaHHBIX (YK®)

VK®.1 Onpenenenue JIUil, KOTOPbIM pa3pelieHbl IeUCTBUS 0 + + +
BHECCHHIO U3MEHEHUH B KOHPUTYpAIio HHPOPMAITMOHHOMN
CUCTEMBI M CUCTEMBI 3aILUThI IEPCOHATBHBIX JTaHHBIX

VK®.2 VYrpaneHnnue n3aMeHEeHUIMHA KOHPUTYpauu HHPOPMaIMOHHOM + + +
CUCTEMBI M CUCTEMBI 3aILUThI IEPCOHATBHBIX JTaHHBIX

VK®.3 AHanu3 NOTEHIIMAIBLHOTO BO3/ICUCTBUSA MIAHUPYEMBIX + + +
W3MEHEHUH B KOH(HUTypanuu nHPOPMAIIMOHHON CUCTEMBI U
CHCTEMBI 3aITUTHI IEPCOHATBHBIX JTAHHBIX Ha 00ECIIeUeHUE
3aIUTHI IEPCOHATBHBIX JJAHHBIX U COTJIACOBAHUE U3MEHEHUN B
KoH(pHrypamnuu nHHOPMAIIMOHHON CUCTEMBI C IOJDKHOCTHBIM
JUIOM (paOOTHHKOM), OTBETCTBEHHBIM 32 O0eCTieUeHUE
0e30macHOCTH TIEPCOHATBHBIX JIAHHBIX

YK .4 JlokymMeHTHupoBaHHE HHPOPMALIUHU (JaHHBIX) 00 N3MEHEHHSX B + + | +
KOH(UTypanuy HHPOPMALUOHHOW CUCTEMBI U CUCTEMBI 3aIIUTHI
NEPCOHAIBHBIX TaHHBIX

"+" - Mepa 1Mo obecrnedueHn0 Oe30MaCHOCTH TEPCOHATBHBIX JTaHHBIX BKJIIOYEHA B 0a30BBIA HA0OD
Mep ISl COOTBETCTBYIOIIETO YPOBHS 3alIUIIEHHOCTH EPCOHAIBHBIX JTaHHBIX.

Mepsl 1o obecrieueHn0 0€30MMacCHOCTH MEePCOHAIBHBIX JaHHBIX, HE 0003HAUYCHHBIE 3HAKOM "+,

MPUMEHSIOTCS MPU aJanTanui 0a30BOro Habopa Mep M YTOUYHEHHH aJallTHPOBAHHOTO 0a30BOTO Habopa
Mep, a TaKkKe MpHU pa3padoTKe KOMIICHCHUPYIOIIUX Mep 1O 00ECIeYeHUI0 0e30MacHOCTH TEePCOHATBHBIX
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JaHHBbIX.
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